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Background

For last 2-3 years we have been conducting WiFi scan in
various cities in the world and studying the trend of WiFi
security adoption

WPA2 11%

Financial Districts WiFi
Scan Study (April, 2009)

OPEN 24%

http:/ /www.airtightnetworks.com/finance-wifi-stud

Airport WiFi Scan Study
(March, 2008)

OPEN 64%

http:/ /www.airtightnetworks.com/airport-wifi-stud
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A Thought

There are places like airports where thousands of people
from different parts of the globe transit everyday.

Most are business travelers and carry a WiFi enabled laptop,
smartphone, PDAs etc.
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Smart WiFi Study

Scanning WiFi Clients Scanning WiFi APs

So, a very interesting client based WiFi scan study was possible
right there instead of us going to different locations
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A Scan Sample of WiFi Clients

0:1d:e0:90: 1900 | 15827256£644ccT7e635a8be, Booyakasha, MikesGiantPenis, mobile
pumt, 5d52fl4f3d5n:!]954f4fe6d39 tuobile) stayonline, deloro

0:le:dc:b3: ' || kendogd, MBTAiF1_Coach0708_Box-062
0:le:8e:Zbiagoly | Skywritter, BUCKINGHAM, 105Conf, Conference, CudziloC-Wirele

Laptop is 33, martinipark

probing for : L. . .
SSIDs from 0:le:8c:de: . anwifi, Cammocks Network, SRHSWiFi, ihs, MIM1 Wirele
(pcranirerg)d list ¥ g3, eircon6izs 6330, eircquéfdz 6404, Hoffuanns

Popular Hotspot WiFi Networks
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Client Probes For WiFi Networks Present in PNL

Hotspot

Corpcom T-mobile
21

. General Wireless Networks Imml

" ¥ Use Windows to configure my wireless network settings

i Available network

To connect to, disconnect from, or find out more information
about wireless networks in range, click the button below.

Wiew Wireless Networks

i~ Preferred networks:
Automatically connect ta available netwarks in the order listed
below:

'@' Corpcom (Automatic)

A Myhome (Automatic)
R T-mobile{Automatic) Move down |

agd. | Remove | Properies |
* . g k
* Lean about setting up wireless networ Advanced |

’ . oK I Cancel I
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The Problem

Can Security Mode of Each Probed Network (OPEN,
WEP, WPA or WPA2) be Determined?
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_ wWi-Fish Finder o _
Security Assessment Tool for wiFi1 Clients

(c)2009 md sohail Ahmad, Prabhash Dhyani, AirTight Networks

6 [ Elapsed: 5 mins ][ 2009-07-30 11:47]

STATION

+1C:BF:01:E8:99
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A Naive Approach

Laptop is probing for SSIDs Access Point
from preferred list (cached).

Probe RequeSt, . WXy 7~

probe Resp, “WXYZ

Autheticatio, Practical Issues:
1. Probes for multiple SSIDs

w 2. Probes from multiple clients
3. Total 11 commonly used
A security configurations

SS
W (1-Open, 2-WEP, 4-WPA,
Association W 4-WPA2)

WiFi Discovery

Authentication
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Wi-Fish Finder Automates That For You

WiFish Finder:
1. Handles probes for Multiple SSIDs
2. Handles probes from Multiple Clients
3. Works for almost all commonly
used security configurations (1-Open,
2-WEP, 4-WPA, 4-WPA2)

Handshakes

Between client and
WiFish Finder

»
»

N

Laptop is problng for SSIDs Wi-Fish Finder
from preferred list (cached). running on a Laptop

WiFish Finder simulates a virtual WiFi network environment
around a probing client
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Implementation: Wi-Fish Finder

Laptop is probing for SSIDs Wi-Fish Finder

from preferred list (cached). running qn a Laptop
P

robe Request, "Wxyz

Guessl :Probed \WxYZ", Open

Resp,
SSID is Open | Probe R —
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Implementation: Wi-Fish Finder

N

a8
Wi-Fish Finder
from preferred list (cached). running on a Laptop
Probe R
eqUeSt, “WXYZ,,
Guess?2 :Probed sWxyZz”, WEP

SSID is WEP _ proe Reep T
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Implementation: Wi-Fish Finder

N

a8
Wi-Fish Finder
from preferred list (cached). running on a Laptop
Probe R
eqUeSt, “WXYZ,,
Guess3 :Probed sWxyz”, WPA

ssIDiswpa | | Pt
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Implementation: Wi-Fish Finder

_

N

Wi-Fish Finder
from preferred list (cached). running on a Laptop
P

robe Request, Wxyz~

Guess4 :Probed wyxYz", RSN

Resp,
SSID is WPA2 | Probe R —

A“thetication

authentication

A

Ssoc Request, RSN

Security settings of SSID “"WXYZ" found

© AirTight Networks 2009 Submitted to DEFCON 17 NETWORKS

| Aifight*



An Snippet of the Scan Study Done In This

Conference

From thousands of miles away, I know

STATION AUTH ENC security-Posture Probed SSID

00:22:FA:93:02: ﬁ WEP -Open WEP  Vuln (WEP Cracking) Ppgp-d

;a9 | WPAL-PSK CCMP Secure Mama's Boy
09:21:06:E2:DD: WEP -Open WEP  Vuln (WEP Cracking) homel23 Home Network
Ag:24:9F:ET 38" WEP -Open WEP Vuln (WEP Cracking) HomeNet
00:26:08:E4:B9: WPA? - PSK CCMP Secure CoolHouse
BB:B:EB:MﬂB:_ -Open OPEN  Vuln (Unencrypt) default Default Config
00:24:0F:67:97:(5 |WPAL-PSK CCMP Secure wowhacker |
montmon e ey e L -Open OPEN  Vuln (Unencrypt) hgvc Insecure Profile
cel--i--i--i--13E LWEP Open WEP___ Vuln (WEP Cracking) BY3ST In PNL
EJEJ:lE:EZ:3E:EJ?: -Open OPEN ~ Vuln (Unencrypt) hpsetup Viral SSID or
00:17:C4:11:85:(§ -Open OPEN  Vuln (Unencrypt) olpc-mesh adhoc mode

So a WiFi scan study is possible using this tool, what else ?
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Client Vulnerability Assessment

Probed SSID -> WEP Caffe Latte Attack

Probed SSID --> WPA/WPA2 (Pre Shared Key) | Dictionary Attack
(if Weak Passphrase)

Probed SSID --> WPA/WPA2 (MGT, 802.1x) PEAP Attack

(if Certificate Validation
Uncheck)

Wi-Fish Finder can be used in identifying such vulnerable
clients well in advance

Aiflight-
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PEAP Vulnerability Detection

Test-Peap-Defcon17 properties

Protected EAP Properties

When connecking;

[] validate server certificate

Connect to these servers;

N

Laptop is problng for SSIDs Wi-Fish Finder
from preferreid list (cached). running on a Laptop
|

| // Client is associated with Wi-Fish Finder,

Trusted Rook Certification Autharities:

/ Probed SSID “"WXYZ"”, Security WPA2+.1x

[] aaa Certificate Services
[] AC Raiz Certicdmara 5.4,
[] AaC RAIZ DNIE

[] A-CERT ADWANCED

[] acrLE

[] AdminCa-Co-Tol

[ ] Admin-Root-Ca

£
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/ EAP Request/1dentt
/
/

/ E

Al Res
,’/ Onse Identity
/

/ EAP Req EAP-Type=PEAP v0
E

AP Response(TLS Client Hello)

EAP—Req(Fake Server Cert)
EAP-R

€sp(Cert verified)

Client with SSID “"WXYZ"” vulnerable
To PEAP Attack
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Conclusion

While lot of measures have been taken to secure WiFi
infrastructure (both APs and Client in the vicinity) by following best
practices and deploying various forms of WIPS solution,

An isolated WiFi client device still need
adequate security cover to prevent it from Honeypots

Wi-Fish Finder can be served as “WIiFi Client Security
Assessment Tool” and can be used by security
auditors or network admins in identifying clients
vulnerable to Wi-Fishing or Honeypots

Download WiFish Finder:
http://blog.airtightnetworks.com
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Thanks !

Md Sohail Ahmad

md.ahmad@airtightnetworks.com
sohail_alig@yahoo.com

Prabhash Dhyani
prabhash.dhyani@airtightnetworks.com

AirTight Networks
www.airtightnetworks.com
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® Aircrack Suite

€ Attacking Automatic Wireless Network Selection

¢ Hotspotter-Automatic wireless client penetration

¢ Karma Main

¢ Cafe Latte attack

¢ PEAP: Pwned Extensible Authentication Protocol
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